Machine Learning Techniques for Identifying Anomalous Network Traffic by Garza, Victor R. et al.
Calhoun: The NPS Institutional Archive
DSpace Repository
Faculty and Researchers Faculty and Researchers' Publications
2020-10-14
Machine Learning Techniques for Identifying
Anomalous Network Traffic
Garza, Victor R.; Wood, Brian P.; Monaco, John V.;
Blockmon, Ray; Males, Nathaniel; Niemann, Natasha;
Ross, John
Monterey, California.  Naval Postgraduate School
http://hdl.handle.net/10945/65926
This publication is a work of the U.S. Government as defined in Title 17, United
States Code, Section 101. Copyright protection is not available for this work in the
United States.
Downloaded from NPS Archive: Calhoun
1 
 
Distribution Statement A: Approved for public release; distribution is unlimited. 
 
Machine Learning Techniques for 
Identifying Anomalous Network Traffic 
Part of the Naval Research Program (NRP) at the Naval Postgraduate School 
NRP-20-N033A 
 
Victor R. Garza, Principal Investigator & Thesis Advisor 
Brian P. Wood, Co-Principal Investigator & Thesis Advisor 
Dr. John V. Monaco, Thesis Advisor 
Ray Blockmon, Master’s Student 
Nathaniel Males, Master’s Student 
Natasha Niemann, Master’s Student 
John Ross, Master’s Student 
 
Topic Sponsor 
CDR Blake LaFever, OPNAV N81W0 
 
Naval Postgraduate School 
Monterey, California 
 






Distribution Statement A: Approved for public release; distribution is unlimited. 
Table	of	Contents	
Background ......................................................................................................................... 4 
Network forensics. .......................................................................................................... 5 
Gartner Publication ......................................................................................................... 5 
Background ................................................................................................................. 5 
Findings and Recommendations ................................................................................. 6 
NDR Vendor Marketplace .......................................................................................... 7 
RSA Conference 2020 ................................................................................................ 7 
Potential Solutions. ............................................................................................................. 8 
FireEye SmartVision ....................................................................................................... 8 
FireEye. Redline endpoint security tool and Endpoint Threat Prevention Platform ...... 9 
Lastline Defender NDR platform .................................................................................. 10 
D3 Security SOAR: Cyber Security Operations Software with MITRE ATT&CK .... 13 
Reversing Labs TitaniumScale ..................................................................................... 14 
Volatility Framework: ................................................................................................... 15 
Darktrace ....................................................................................................................... 16 
Juniper Advanced Threat Prevention (ATP): ............................................................... 19 
Vectra Cognito Platform, including Cognito Detect ..................................................... 22 
IronNet .......................................................................................................................... 24 
Corelight ....................................................................................................................... 26 
Recommendations ............................................................................................................. 29 
References ......................................................................................................................... 30 
Appendix A. Acronyms .................................................................................................... 33 
Appendix B. Draft Thesis Background/Literature Review (Blockmon and Niemann)-
separate document ............................................................................................................. 35 
Appendix B. Draft Thesis Background/Literature Review (Ross and Males)-separate 





Distribution Statement A: Approved for public release; distribution is unlimited. 
Table	of	Figures	
Figure 1. FireEye SmartVision Edition [FireEye SmartVision] ......................................... 8 
Figure 2. Lastline Defender-four complementary technologies [Lastline] ....................... 10 
Figure 3. Lastline Defender reduced 214 PB of data analyzed in one month in one 
network to only four intrusions affecting 10 hosts [Lastline]. .......................................... 11 
Figure 4. Lastline Defender helps the SOC team understand the attack stage risk .......... 11 
Figure 5. Lastline Defender dynamic intrusion blueprint (including compromised systems 
and communication with external systems) ...................................................................... 12 
Figure 6. Lastline Defender detailed timeline of a threat ................................................. 12 
Figure 7. D3 Security SOAR incident response workflow [D3 Security SOAR] ............ 14 
Figure 8. Titanium Scale Enterprise Scale File Visibility [Reversing Labs] .................... 15 
Figure 9. Titanium Scale end-to-end process [Reversing Labs] ....................................... 15 
Figure 10. Darktrace spans Detection, Investigation, and Response [Ogren-Darktrace] . 17 
Figure 11. Darktrace Threat Visualizer can go backward and forward in time [Ogren-
Darktrace] ......................................................................................................................... 18 
Figure 12. Juniper Advanced Threat Prevention Features and Benefits [Juniper…data 
sheet] ................................................................................................................................. 21 
Figure 13. Juniper Advanced Threat Prevention Cloud architecture ................................ 21 
Figure 14. Juniper Advanced Threat Prevention on-premises architecture ...................... 22 
Figure 15. Vectra Network Detection and Response ........................................................ 23 




Distribution Statement A: Approved for public release; distribution is unlimited. 
Introduction	
Cyber investigations often involve analysis of large volumes of log files, including network flow 
data. Machine learning (ML) techniques allow analysts and examiners to more quickly identify 
traffic flows relevant to the investigation. The research will focus on the analysis of network flow 
data generated by the Audit Record Generation and Utilization System (ARGUS). Examples of 
anomalous traffic patterns of interest (not an exhaustive list) include traffic spikes, malware 
beaconing, command and control (C2) activity, data exfiltration, and scanning. 
 
The objective of the proposed study is to analyze network flow data with ML and heuristics 
algorithms to optimize time spent by analysts and investigators during cyber network forensic 
investigations (including, but not limited to, cyber incident handling and incident response 
investigations). We are analyzing ARGUS, and other network flow application data, with ML 
algorithms, with a focus on targeting and optimizing indicators-of-compromise (IOCs). ML is 
being leveraged to mine network flows to optimize the determination and identification of an 
ongoing compromise, or historical evidence of compromise (mining C2 channel data, beaconing, 
data exfiltration, unexpected encrypted traffic, or other anomalous network traffic). 
 
After an extensive review of various market solutions, we found that there is a general paucity of 
specific products addressing forensic analysis of anomalous network traffic a number of 
vendor products are headed in the direction of using ML algorithms that can be 
considered as a solution in analyzing network traffic flow. An analysis of the 10+ 










Even in cyberspace, Locard’s Exchange Principle applies; network attacks always leave 
some trace. 
-John Fuller. "How Locard's Exchange Principle Works" [Fuller] 
 
Network forensics focuses cybercrimes in a networked environment using the discovery 
and retrieval of information. Forensic events include the capture, recording, and analysis 
of network events in order to establish the source of cyberattacks. 
 
Accessing internet networks to perform a thorough investigation may be difficult 
especially when it leads to sources outside of the attacked network. In order to identify 
attack patterns, users must be familiar with the following applications and protocols: 
.  
● Web protocols (e.g., http and https) 
● File Transfer Protocols (FTP) (e.g., Server Message Block (SMB) and Network 
File System (NFS)) 
● Email protocols (e.g., Simple Mail Transfer Protocol (SMTP)) 
● Network protocols (e.g., Ethernet, Wi-Fi, and TCP/IP) 
 
Two methods of network forensics: 
● “Catch it as you can” captures all network traffic (full-packet capture). As storage 
volume increases the process is time-consuming and reduces storage efficiency.  
● “Stop, look and listen” captures only traffic considered to be suspicious and 
deserving of more analysis (log files on web servers and proxy servers. While less 




Gartner, a global research and advisory firm, published a “Market Guide for Network 
Detection and Response,” on June 11, 2020.   
 
Background: Non-signature-based techniques (e.g., machine learning) are used by 
Network Detection and Response (NDR) solutions to detect suspicious traffic on 
enterprise networks. NDR tools build normal network behavior models by analyzing raw 
traffic/flow records (e.g., NetFlow). Upon detection of suspicious traffic patterns, 
notifications are made. Network sensors can monitor network traffic both crossing and 
staying inside the enterprise perimeter. 
  
Common elements of NDR tools include automatic responses (e.g., dropping suspicious 
traffic via commands to a firewall) and manual responses (e.g., threat hunting/incident 
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Findings	and	Recommendations	
The Gartner market overview found that an increased amount of automated and manual 
features are being used in Network Detection and Response (NDR) solutions. Their 
findings include: 
● Analytical techniques such as machine learning applied to network traffic is 
helping detect suspicious traffic missed by other tools. 
● NDR remains a crowded/low barrier to entry market, as many vendors can apply 
common analytical techniques to monitor traffic. Customers are, in general, 
content with available tools.  
● Vendors have been improving their manual responses (threat hunting and incident 
response) and enhancing automated response by using partners. 
 
Gartner recommends the following to improve infrastructure security: 
● Behavioral-based NDR tools should complement signature-based detection 
solutions. 
● NDR should be included as a feature solution as part of their security information 
and event management (SIEM) and firewall. 
● If an automated response versus manual response is desired, NDR vendors with a 
clearly defined response strategy should be considered. 
 
Gartner used the following criteria to identify the most relevant vendors: 
 
1. Vendors must: 
● Analyze of raw network packet traffic/traffic flows must be conducted in 
real/near-real time. 
● Traffic that crosses the network perimeter as well as traffic that moves 
throughout the network without crossing the perimeter must be monitored and 
analyzed.   
● Normal network traffic should be modeled and suspicious traffic (i.e., not 
normal) should be highlighted.  
● In the detection of network anomalies, use non-signature-based detection 
behavioral techniques (e.g., machine learning or advanced analytics). 
● Automatic and/or manual responses should be used to respond to the detection 
of suspicious network traffic. 
 
2. The following solutions should be excluded that: 
● Require a prerequisite component (e.g., those requiring a SIEM or firewall 
platform).  
● Emphasize network forensics vs. detection functionality, primarily through the 
storage and analysis of full network traffic data. 
● Uses log analysis as a primary means of investigation. 
● Focus on analytics of user session activity, e.g., user and entity behavior 
analytics (UEBA) technology. 
● Traffic analysis is focused on Internet of Things (IoT) or operational 
technology (OT) environments (specialized solutions are optimized to address 
this situation).  
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In the future vendors will continue to focus on detection and response capabilities. Their 
ability to detect suspicious patterns in encrypted traffic will be emphasized with some 
adding native capabilities in their sensors (the termination, decryption, and analysis of 
Transport Layer Security (TLS) traffic).  Most vendors will improve their ability to detect 
suspicious traffic by removing the requirement to decrypt TLS traffic and inspect the 
payload (e.g., the detection of suspicious SSL/TLS Server Certificates). Techniques such 
as analyzing individual packet length, timing between packets, the connection duration 
will also be used to detect suspicious traffic.  
 
Automated response improvements will be done via expanded partnerships with firewall 
vendors (commands sent to firewalls to drop suspicious traffic), network access control 
vendors (commands to the network access control (NAC) solution to isolate an endpoint), 
security operations automation response (SOAR) vendors (respond to events with 
playbooks), endpoint detection and response (EDR) vendors (to contain compromised 
endpoints) and other security vendors. Manual response solutions will involve improving 
threat hunting and incident response functions by improving workflow features (e.g., 
helping incident responders prioritize the order of response to security events). 
 
NDR	Vendor	Marketplace	
The NDR vendor marketplace is set up as follows: 
● Pure-play NDR companies. Smaller specialty companies whose only product is an 
NDR solution. 
● Network-centric companies. Companies targeting network use cases (e.g., 
network performance monitoring and diagnostics (NPMD). These solutions 
monitor network traffic, and apply analytical techniques (e.g., machine learning) 
to detect anomalous traffic.  
● Others. A few vendors do not fit cleanly in the above two categories. For 
example, some large, diversified network-centric providers, (e.g., Cisco, Hillstone 
Networks) also offer NDR solutions.  
 
RSA	Conference	2020	
The annual RSA Conference 2020 was held in San Francisco, California in late February 
2020.  The week-long session is advertised as the premier information security event in 
the world with over 50,000 attendees in attendance. Over 500 sessions and almost 700 
exhibitors were part of RSA.  
 
The authors attended the conference 25-26 February. During that time, we spent multiple 
hours talking to numerous companies on the floor of the Moscone Center. It was apparent 
that products performing forensic analysis of anomalous network traffic were not a 
common theme among the vendors. Most solutions focus on detecting and reacting to 
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Potential	Solutions.	
 
FireEye	SmartVision is a network traffic analysis (NTA) solution that detects 
suspicious lateral traffic within an enterprise network. It is deployed throughout the 
network, not just at the perimeter. Security analysts can examine suspicious lateral traffic 
that firewalls, and other security gateways miss. Its features are displayed in Figure 1. 
 
SmartVision detects attempted data exfiltration through advanced threat detection 
software and an advanced correlation and analytics engine and a machine learning 
module. It also identifies weak indicators of compromise using 120+ intrusion detection 
rules. 
 
FireEye is headquartered in Milpitas, California. 
 
 
Figure 1. FireEye SmartVision Edition [FireEye SmartVision] 
Gartner Analysis: 
“FireEye SmartVision is its NDR solution, specialized on server-side traffic. SmartVision 
physical or virtual sensors are deployed typically to intercept client-to-server traffic. 
SmartVision detection engines heavily leverage IDS and threat intelligence rule-based 
controls. FireEye products are powered by a proprietary Multi-Vector Execution (MVX) 
engine, which can be hosted on-premises or in the cloud. FireEye Network Forensics 
provides full-packet capture and analysis of traffic. Machine learning techniques also 
apply to traffic and file analysis. 
 
FireEye SmartVision response capabilities are available through the vendor’s 
orchestration and endpoint solutions, or via numerous integrations. Additional 
investigation tools are part of the FireEye Helix threat hunting and managed security 
service offering. The SmartVision solution can be purchased with a perpetual license 
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(customers buy appliances), or as an annual subscription (based on Mbps of throughput 




Redline is a free security tool provided by FireEye that “provides host investigative 
capabilities to users to find signs of malicious activity through memory and file analysis 
and the development of a threat assessment profile” [FireEye-Redline]. 
 
Performance [FireEye-Redline]  
● Redline 
● Audits and collects all running processes and drivers from memory, file-system 
metadata, registry data, event logs, network information, services, tasks, and web 
history. 
● Analyzes and views imported audit data, including the ability to filter results 
around a given timeframe using Redline’s Timeline functionality. 
● Streamlines memory analysis with a proven workflow for analyzing malware 
based on relative priority. 
● Perform Indicators of Compromise (IOC) analysis. Supplied with a set of IOCs, 
the Redline Portable Agent is automatically configured to gather the data required 
to perform the IOC analysis and hit result review. 
● Endpoint 
● Endpoint Security uses a signature-based endpoint protection platform (EPP) 
engine. To find threats for which a signature does not yet exist, MalwareGuard 
uses machine learning seeded with knowledge from the frontlines of cyber-
attacks. To deal with advanced threats, endpoint detection and response (EDR) 
capabilities are enabled through a behavior-based analytics engine. A real-time 
indicator of compromise (IOC) engine relies on current, frontline intelligence to 
help find hidden threats. To add new engines and features, you can download 
modules from the FireEye Market. 
● Search for and investigate known and unknown threats on tens of thousands of 
endpoints in minutes  
● Identify and detail vectors an attack used to infiltrate an endpoint  
● Determine whether an attack occurred (and persists) on a specific endpoint and 
where it spread  
● Establish timeline and duration of endpoint compromises and follow the incident  
● Clearly identify which endpoints and systems need containment to prevent further 
compromise 
● Primary Features  
● Single agent using defense in depth to minimize configuration and 
maximize detection and blocking  
● Single integrated workflow to analyze and respond to threats within 
Endpoint Security  
● Fully integrated malware protection with antivirus (AV) defenses, 
machine learning, behavior analysis, indicators of compromise (IOCs) and 
endpoint visibility  
10 
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● Triage Summary and Audit Viewer for exhaustive inspection and analysis 
of threats  
● Additional Features  
● Enterprise Security Search to rapidly find and illuminate suspicious 
activity and threats  
● Data Acquisition to conduct detailed in-depth endpoint inspection and 
analysis over a specific time frame  
● End-to-end visibility that allows security teams to rapidly search for, 
identify and discern the level of threats  
● Detection and response capabilities to quickly detect, investigate and 
contain endpoints to expedite response  
● Easy-to-understand interface for fast interpretation and response to any 
suspicious endpoint activity [FireEye-data sheet] 
● Threat Prevention Platform 
● Allows the user to establish the timeline and scope of an incident using 
Threat Prevention Platform by opening triage collections directly in 
Redline for in-depth analysis. 
 
G2.com analysis [G2-FireEye] 
One user on G2.com rated it “very handy to conduct forensic investigations.” It provides 
useful details in events including correlation among multiple processes, time, path, etc. 
Investigations related to any IT incident. However, the amount of data collected (logs) 
can be cumbersome and there can be limited integration with industry. 
 
Lastline	Defender	NDR	platform (recently acquired by VMware). 
Lastline defender four interrelated technologies (Figure 2) powered by artificial 
intelligence to detect and analyze network anomalies.  
 




Figure 2. Lastline Defender-four complementary technologies [Lastline] 
Network Traffic Analysis (NTA). Lastline Defender uses both unsupervised Machine 
Learning (ML) to detect protocol and traffic anomalies, and supervised ML to recognize 
malicious network behaviors and unknown malware. Defender does not natively decrypt 
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Intrusion Detection and Prevention (IDPS). AI is applied to malicious behaviors and 
malware samples to automatically create new IDPS signatures (Global Threat 
Intelligence).  
 
Artifact Analysis deconstructs file, attachment, or URL behaviors to determine if they 
contain malicious behavior. All instructions that a program executes, all memory content, 
and all operating system activity are examined. Signatures, statistical analysis, heuristics, 
and a sandbox are used to detect the malicious files. It also applies encrypted traffic 
analysis techniques to detect suspicious traffic without inspecting the payload. 
 
The unique combination of NTA, IDPS, and Artifact Analysis, all powered by AI, 
eliminates most false positives and delivers unmatched alert accuracy. A massive amount 
of network data is reduced to just actual intrusions (Figure 3) allowing analysts to work 
on actual events and reducing the time spent on false positives. 
 
 
Figure 3. Lastline Defender reduced 214 PB of data analyzed in one month in one 
network to only four intrusions affecting 10 hosts [Lastline]. 
Lastline Defender identifies the risk associated with each stage of a malicious attack 
(Figure 4) and creates a dynamic intrusion blueprint (Figure 5) and detailed timeline of a 
threat (Figure 6). The visualizations allow the Security Operations Center (SOC) to 
quickly understand the nature of the attack and set up a response. 
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Figure 5. Lastline Defender dynamic intrusion blueprint (including compromised 
systems and communication with external systems) 
 
Figure 6. Lastline Defender detailed timeline of a threat 
Gartner analysis.  “Lastline’s automated response with firewall vendors (to send a 
command to the firewall, so it drops suspicious traffic) is limited to only Check Point 
Software Technologies. However, Lastline integrates with many other security products, 
13 
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including VMware Carbon Black Cloud, Symantec (Blue Coat), Splunk (Phantom), 
Trend Micro (Tipping Point), Palo Alto Networks and several others. When the Lastline 
sensors are deployed in-line, they can block suspicious traffic. For manual response, 
Lastline provides good threat hunting and incident response capabilities. The solution 
includes the open-source Kibana search and visualization product. Lastline has also built 
a query language to do more complex searches. The solution includes a triage 
functionality that correlates multiple alerts into a single high-fidelity alert. Defender is 
sold as a subscription. Organizations can purchase based on either the number of 




D3 covers the entire incident process from SIEM detection, to automated data gathering, 
orchestrated incident response, and case management that supports forensics, legal, and 
compliance functions. Their Guided Case Management module has recently been 
upgraded to provide the following help to investigators: 
● Amplifies the impact of subject matter experts (SMEs) and senior investigators 
● Guides junior investigators each step of the way throughout the course of the 
investigation 
● Streamlines the case management process and minimizes the possibilities for 
errors and inefficiencies. 
 
D3 Security is headquartered in Vancouver, British Columbia, Canada. 
 
D3’s solution offers solutions in five areas: 
1. Intent-Based SOAR reveals, predicts, and disrupts the intentions of adversaries 
through an automated correlation of attack techniques against the MITRE 
ATT&CK matrix. 
2. Data Intake & Enrichment (through Data Hub) correlates data from multiple 
events at machine speed before creating a record of the incident. 
3. Multi-Level Automation enables codeless, drag-and-drop playbook design.  
4. Link & Timeline Analysis enables investigators to drill down on any incident, 
observable, or timeline to establish the who, what, where, when, and how and 
reveal possible patterns.  
5. Multi-Dimensional Reporting provides a multi-dimensional view of security 
operations, incident metrics, and ROI calculations.  
 
The workflow of D3 Security SOAR is shown in Figure 7. 
 
 
1 SOAR: security orchestration, automation, & response 
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Figure 7. D3 Security SOAR incident response workflow [D3 Security SOAR] 
 
ExpertInsights.com analysis 
“D3 SOAR offers incident response and incident management solutions. It allows 
companies to orchestrate their security processes with coordination across dozens of tools 
to eliminate all workflow silos. It increases automation and reduces response times by up 
to 95%. It allows businesses to manage incidents with a library of adaptable, full-
lifecycle playbooks. Core components of the D3 platform include integrations with SIEM 
and threat intelligence platforms, a NIST-compliant playbook library, a robust case 





TitaniumScale assesses files from web traffic, email, file transfers, endpoints, and 
storage. ReversingLabs’ File Decomposition technology extracts detailed metadata, adds 
global reputation context, and classifies threats. Files are accessed by integrating with 
email gateways, intrusion detections systems, firewalls, and other devices. SIEM, 
orchestration, and analytics platforms receive the data and gives visibility and data to 
analytics tools, supports advanced hunting strategies, and enables advanced policy 
enforcement (Figures 8 and 9). 
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Figure 8. Titanium Scale Enterprise Scale File Visibility [Reversing Labs] 
 
Figure 9. Titanium Scale end-to-end process [Reversing Labs] 
Analysis. TitaniumScale provides a Malware Analysis Appliance allowing for the 
analysis and visualization of files but limited to no forensics. 
 
Volatility	Framework:	
The Volatility Framework (from the Volatility Foundation) analyzes the runtime state of 
a system using the RAM data. It also provides a unique platform which can be 
transitioned to digital investigators. The framework is relied upon by law enforcement, 
military, academia, and commercial investigators throughout the world. Volatility was 
designed by experts in forensics, incident response, and malware to center on typical 
tasks performed by these analysts.  
 
The Volatility Foundation is a 501(c)(3) non-profit organization. 
 
Analysis. Much of the information on the Volatility Foundation website appears to be 
dated with the most recent Volatility release (version 2.6) in December 2016 [Volatility 
16 
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“While traditional defenses continue to define the threat in advance, Darktrace focuses 
instead on learning the normal ‘pattern of life’ for individual businesses and spotting 
subtle deviations indicative of a threat. Like the human immune system, the technology 
learns ‘on the job’, from the data and activity that it observes in situ.  
 
The threats that infiltrate an organization will typically not be historical attacks, but rather 
novel threats that have evaded existing defenses, or inappropriately behaving employees 
and third parties. By learning a sense of ‘self’ for an entire organization, Darktrace’s 
immune system discovers subtle, previously unseen patterns and emerging threats that 
would otherwise go unnoticed.  
 
Darktrace’s core detection engine uses unsupervised machine learning to build a dynamic 
understanding of ‘normal’ for each organization it safeguards. Rather than rely on rules, 
signatures, fixed baselines, or training data, the immune system learns from your 
constantly changing digital environment – forming a bespoke and multi-dimensional 
understanding of every user, device, and all the complex relationships between them” 
[Darktrace Immune System]. 
 
Darktrace is headquartered in both Cambridge, United Kingdom and San Francisco, 
California. 
 
451 Research Analysis 
“Darktrace is based on unsupervised machine learning and probabilistic mathematics. 
There are no a priori assumptions about what behavior is normal or what constitutes an 
attack. The immune system derives a baseline of how everything in the business works, 
applies machine learning to adapt to changes in the business without declaring false 
security incidents, and rapidly identifies significant problems requiring IT’s attention. 
The company has several offerings (Figure 10):  
 
● Darktrace’s flagship product is Enterprise Immune System (EIS). EIS consists of 
network appliances hanging on span ports and endpoint software, and applies 
more than 300 measurements of user, device and network activity to detect 
attacks in the network. The key, of course, is the Bayesian mathematical models 
grouping views into sets that can be analyzed and statistically processed in real 
time. The algorithms start defining behaviors with an analysis of big data, and 
then come to life with real-time dynamic checking of activity against acceptable 
behaviors. Importantly, the math models work to distinguish acceptable new 
business practices from suspicious activity to enhance accuracy and reduce false 
alarms.  
● Antigena provides an inline appliance and programming interfaces to connect 
Darktrace to existing security infrastructures. For businesses where alerting 
17 
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operations staff is too passive and slow, the Antigena API allows security teams 
to automate responses via firewalls, endpoint software and management consoles.  
● Threat Visualizer (Figure 11) is the administrative interface for the Darktrace 
behavior analytics system. It presents complex mathematical models as 




Figure 10. Darktrace spans Detection, Investigation, and Response [Ogren-Darktrace] 
18 
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Figure 11. Darktrace Threat Visualizer can go backward and forward in time [Ogren-
Darktrace] 
 
Gartner and 451 Research Analysis. 
“Darktrace’s detection capability is primarily based on unsupervised machine learning, 
and it also utilizes supervised machine learning and deep learning algorithms. To analyze 
encrypted traffic, Darktrace relies primarily on unsupervised machine learning to detect 
unusual and anomalous JA3s (JA3 is a method of TLS fingerprinting that was inspired by 
the research and works of Lee Brotherston and his TLS Fingerprinting tool). In 2019, 
Darktrace introduced the Cyber AI Analyst capability. It uses analytical techniques to 
automatically investigate threats detected by Darktrace’s flagship Enterprise Immune 
System (EIS). Cyber AI Analyst investigates the most important incidents on a 
dashboard, and it provides written reports on these incidents. 
Darktrace’s optional Antigena tool automates the response to incidents detected by EIS. 
It sends commands to leading firewall vendors to drop suspicious traffic. It also integrates 
with some SOAR tools, some EDR tools and NAC tools. Cyber AI Analyst is Darktrace’s 
primary tool for automatically investigating and responding to threats” [Gartner].  
451 Research lauded the addition of Antigena, noting it “can stop the attack, limiting the 
damage to just a few files. We believe it represents an important step in behavior 
19 
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analytics evolving to an active defense that traditional systems cannot match” [Ogren-
Darktrace]. 
Juniper	Advanced	Threat	Prevention	(ATP):		
"Juniper Advanced Threat Prevention (ATP) finds and blocks both known and unknown 
cyberthreats. Using machine learning and dynamic advanced malware analysis, ATP 
provides zero-day malware detection and uncovers botnet and command and control 
(C&C) threats hiding in encrypted traffic. Using SecIntel, Juniper’s curated security 
threat intelligence feed across the network, ATP stops threats in their tracks by enforcing 
protection mechanisms at all points of connection on the network" [Juniper…Products, 
n.d.]. 
 
Juniper Systems is in Sunnyvale, California. 
 
Performance 
“JATP can be deployed as either a cloud-based solution, as an add-on to the Juniper SRX 
series of firewalls, or as an on-premise appliance [Juniper-Products].  
 
● ATP products provide malware behaviors, C2 networks, file and domain 
reputation, and attack sequences through a combination of machine learning and 
globally sourced security intelligence 
● Natively integrates with SRX Series and third-party firewalls to provide 
automated detection and remediation. 
● Logs and keeps track of compromised hosts within the network, automatically 
quarantining them via the firewall, network access control, or switching 
infrastructure. 
● ATP Cloud includes Encrypted Traffic Insights, providing visibility into threats in 
encrypted traffic without the burden of full TLS/SSL decryption.  
○ The SRX Series firewall collects the relevant data about the TLS/SSL 
connection, including certificates, negotiated cipher suites, and connection 
behavior. ATP Cloud processes this information and uses network 
behavioral analysis and machine learning to determine if the connection is 
benign or malicious.  
● ATP on-premises appliance includes optional add-on comprehensive analytics, 
enabling it to ingest and correlate detection data from secure web gateways, 
firewalls, endpoint security software, and other third-party security tools” 
[Juniper-Products]  
 
Feature Feature Description 
SecIntel SecIntel provides curated security intelligence in the form of threat feeds 
that include malicious domains, URLs, and IP addresses used in known 
attack campaigns. SecIntel also enables customers to feed and distribute 
their own threat intelligence for in-line blocking. This information is 
provided to an SRX Series firewall and, in some cases, Juniper Networks 
20 
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Feature Feature Description 
MX Series Universal Routing Platforms and Juniper Networks EX Series 
and QFX Series switches to identify and block known threats. 
Malware 
Analysis 
Malware analysis consists of both static and dynamic analysis of files 
downloaded from the Web or distributed over e-mail in order to identify 
malicious content, and to detect whether the file tries to contact a 
Command and Control (C&C) server to install a malicious payload. If no 
threat is detected, the file will be downloaded or delivered to the recipient. 
If malware or grayware is detected, the SRX Series firewall can block the 
download or prevent the e-mail from being delivered. Juniper ATP can 
analyze files and executables for Windows Versions 7 and 10, Mac, Linux, 
and Android. Customers who create their own custom corporate Windows 




Encrypted Traffic Insights restores visibility that was lost due to encrypted 
traffic, without the heavy burden of full TLS/SSL decryption.  SRX Series 
firewalls collect the relevant SSL/TLS connection data, including 
certificates used, cipher suites negotiated, and connection behavior.  This 
information is processed by Juniper ATP Cloud, which uses network 
behavioral analysis and machine learning to determine whether the 
connection is benign or malicious.  For encrypted traffic identified as 
malicious, policies configured on the SRX Series firewall can be used to 
block those threats. 
Attack 
Analytics         
The analytics view provides a window into what is happening, letting 
security operations employees see correlated threat activity occurring 
inside their network in order to quickly identify high-priority threats, 




Malicious outbreaks can be blocked in line with a physical or virtual SRX 
Series firewall or detected and logged via a network tap with third-party 
firewalls. To prevent the lateral spread of threats, Juniper ATP integrates 
with existing network access control (NAC) solutions to quarantine an 
infected host or drop it from the network until the infection can be 
remediated. Additionally, Juniper ATP’s SecIntel threat feeds can also 
integrate with MX Series routers and EX Series and QFX Series switches. 
Automation To help security operations personnel reduce the manual load of host or 
endpoint identification, Juniper ATP can triangulate IP addresses with 
media access control (MAC) addresses to identify the infected machine or 
host. To automate prevention capabilities, Juniper ATP can integrate with 
third-party firewalls, switches, and wireless technology to block users or 
quarantine hosts until the threat can be neutralized. This applies to SRX 
Series firewalls, MX Series routers, and EX Series and QFX Series 
switches. Automation simplifies deployment by allowing organizations to 
set and define policies across a group of disparate systems rather than 
setting individual policies on each device. 
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To better combat the continuous onslaught of new threats, organizations 
can use ATP Cloud’s Adaptive Threat Profiling to automatically create 
security intelligence threat feeds based on who and what is currently 
attacking the network. Adaptive Threat Profiling leverages Juniper Security 
Services to classify endpoint behavior and build custom threat intelligence 
feeds that can then be used for further inspection or blocking at multiple 
enforcement points, giving organizations the power to respond to attacks 
in real time. 





Figure 13. Juniper Advanced Threat Prevention Cloud architecture Commented [WB((1]: Source & 14 
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Figure 14. Juniper Advanced Threat Prevention on-premises architecture 
Analysis. Juniper’s JATP provides both a cloud-based or on-premise/virtual solution 
with ML to find known and unknown cyberthreats by leveraging SecIntel, Juniper’s 
security intelligence feeds. SecIntel instills the ML engine with data for detecting and 
resolving malicious attacks. JATP does not, however, allow for ML to assist in forensic 




The Cognito automated threat detection and response platform from Vectra blends human 
expertise with a broad set of data science and machine learning techniques. This model 
delivers a continuous cycle of threat intelligence and learning based on cutting-edge 
research, global learning models, and local learning models.  
 
With Cognito, these different perspectives combine to provide an ongoing, complete and 
integrated view that reveals complex multistage attacks as they unfold inside a network.  
 
Vectra AI is headquartered in San Jose, California. 
 
Performance (Figure 15) 
• Always-learning behavioral models use AI to find hidden and unknown attackers, 
enable quick, decisive action, and provide a clear starting point for AI-assisted 
threat hunting.  
• Detects known threats by using AI and integrating other critical sources of threat 
intelligence.  
• Analyzes security-enriched network metadata, relevant logs, and cloud events to 
gain high-fidelity visibility into cyberattacker behaviors in all cloud and data 
center workloads and user and IoT devices.  
Commented [WB((2]: Source? 
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• Works with EDR, NAC firewalls and other enforcement points to block new 
classes of threats.  
• Provides a clear starting point for more extensive investigations with Cognito 
Detect, Cognito Recall, SIEMs and forensic tools. 
 
Cognito Detect condenses thousands of events and network traits to a single detection. 
Cognito Detect puts threat detection details – including host context, packet captures, and 
threat and certainty scores – within immediate reach. In addition, Cognito Detect works 
with next-generation firewalls, endpoint security, NAC, and other enforcement points to 
automatically block unknown and customized cyberattacks. Cognito Detect also provides 
a clear starting point for threat investigations, which boosts the efficiency of SIEMs and 
forensic analysis tools. Using techniques such as event correlation and host scoring, 
Cognito Detect performs the following:  
 
• Correlates all detection events to specific hosts that show signs of threat 
behaviors.  
• Automatically scores every detection and host in terms of the threat severity and 
certainty using the Cognito Threat Certainty Index.  
• Tracks each event over time and through every phase of the cyberattack kill chain. 
 
 
Figure 15. Vectra Network Detection and Response 
Gartner Analysis. Vectra Cognito is the company’s main product offering. The vendor 
was early on the NDR market with its Cognito platform. Vectra is highly visible in 
Gartner client inquiries across the Americas and EMEA regions and growing in the 
Asia/Pacific region. Cognito Detect, the NDR product, leverages physical appliance 
sensors and virtual machines deployable on hypervisors and on IaaS platforms, and can 
interact with some SaaS through APIs to gather SaaS events. The analysis engine (Vectra 
Brain) can be deployed on-premises or on public cloud. Vectra uses supervised machine 
learning to detect global threats and combines it with threat intelligence for more accurate 
Commented [WB((4]: source 
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detection of known bad actors. It uses unsupervised learning models for more 
contextualized anomaly detection. The vendor uses JA3 fingerprinting and other 
techniques to provide detection coverage for encrypted traffic but does not decrypt TLS. 
Vectra provides easy-to-understand dashboards, and a “campaign view,” which puts 
multiple events in context and eases the investigation [Gartner].  
 
IronNet	
IronNet was started by the former Commander of U.S. Cyber Command to establish 
stronger, more sophisticated cybersecurity defense measures.  Their headquarters is in 
McLean, Virginia. 
 
“... Commander of United States Cyber Command (USCYBERCOM), the Department of 
Defense organization charged with leading the nation’s cybersecurity defense, Keith 
Alexander realized that there were two key problems that prevented both the public and 
private sector from stopping cyberattacks. First was a lack of real-time visibility into 
anomalous activity happening across a wide variety of networks. Second was an inability 
to share threat intelligence that could be used to stop attacks before they were successful. 
IronNet Cybersecurity was founded to solve both of those problems for the public sector 
and key private sector industries. It does this with behavior-based network traffic 
analysis, identifying, enriching, and scoring anomalous events and suspicious network 
traffic activity. It also enables customers in common verticals to share threat intelligence 
in real time, allowing them to share information about and ultimately prevent intrusions 
targeting similar organizations” [Parizo].  
 
Performance 
● “Advanced Behavioral Analysis - Leverages predictive models and behavioral 
analytics developed by data scientists from national government agencies to 
identify threats at speed and scale. IronDefense leverages proven analytics, 
Machine Learning (ML), and Artificial Intelligence (AI) techniques used in real-
world defense against sophisticated nation state-level threat actors.  
● Expert System - Orchestrates the acquisition of contextual data and application of 
tradecraft cyber expertise to qualify the severity of identified anomalies and 
determine the risk to an organization. 
● Integrated Cyber Hunt - Enables seamless pivoting from detection to investigation 
by providing packet-level visibility and integrated data enrichments to help 
investigate threats. 
● Collective Defense - Integrates seamlessly with IronDome Collective Defense to 
deliver supply-chain, industry, regional, or national-level threat insights and 
visibility, enabling faster detection and collective response to threats targeting the 
industry. 
● Improving detection capabilities with network behavioral analytics, 
complemented by cyber analysts who can validate and rate alerts.  
● Leveraging shared network data (anonymized and encrypted in transit) to 
collectively amplify threat detection 
● Unparalleled scalability. IronDefense scales from small companies to Fortune 100 
companies to deliver unmatched detection of threats at enterprises of all sizes. 
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● Real-time visibility across the threat landscape. IronDefense works with 
IronDome collective defense platform to deliver real-time visibility to threats 
targeting supply-chain, industry, or region.  
● IronNet partners with customers to deliver a personalized experience to help the 




“IronNet targets large enterprises that are concerned about attacks from nation states. Its 
solution uses a combination of behavioral detection techniques, including supervised and 
unsupervised machine learning and some deep learning. It also uses statistical analysis 
and some heuristic techniques to detect suspicious traffic. IronNet does not decrypt TLS 
traffic, and it does not support JA3 fingerprints. However, it uses a range of artificial 
intelligence and machine learning techniques to detect suspicious TLS traffic. 
 
Unlike many vendors in this market, IronNet does not automatically respond to threats by 
integrating with firewalls to drop suspicious network traffic. However, it does integrate 
with leading SOAR and SIEM products. IronNet has strong manual hunt capabilities, 
enabling threat hunters to investigate across network flow data and pull packet capture 
(PCAP) on any flow (not just what IronDefense deems as high risk). The Expert System 
feature in the IronDefense product prioritizes threats and provides contextual information 
for incident responders. The solution also provides a crowdsourcing feature that enables 
communities of peer enterprises to collaborate against targeted threats” [Gartner].  
 
451 Research Analysis (April 2019) 
"The concept of IronDome is unique – grouping data from companies related by vertical 
industry or infrastructure profile, focusing machine learning on those data sets to detect 
threats, and then communicating the derived intelligence to subscribers, allowing for 
preventive actions. For us, IronDome is where it gets exciting. Residing in Amazon Web 
Services, IronDome correlates observed behaviors across multiple companies on the 
prowl for spreading attacks. Competitors may upload traffic to apply analytics, but 
IronNet is unique in processing vertical industry views to catch campaigns against an 
infrastructure segment" [Ironnet.com, 451]. 
 
Omdia Research Analysis 
The IronDefense architecture relies on several distinct components. A series of on-
premises hardware and virtual network sensor devices (1Gbps or 10Gbps), deployed off a 
tap or span port at the network perimeter, analyze inbound network traffic by parsing 
protocols to generate unique metadata. Larger deployments commonly deploy additional 
sensors inside an enterprise’s network to monitor east–west traffic. That metadata is then 
scrutinized by IronNet’s analytics system, deployed either in Amazon Web Services 
(AWS), in Microsoft Azure, or at the customer’s location, using more than two dozen 
proprietary analytics engines as well as IDS/IPS signature-detection capability on the 
IronDefense sensors. Events are automatically enriched with customer-specific 
contextual data and IronNet proprietary and third-party threat intelligence data and are 
then compared with baseline network behavior or probabilistic detection models to 
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identify anomalous activity. This contextualization results in a behavior score that is 
prioritized by risk level; events with scores above a certain threshold are flagged as 
anomalous. 
 
Customers using the IronDome collective defense service agree to anonymously share 
details on scored events with other customers in a given sector such as energy or 
healthcare. Participating customers’ IronDefense instances automatically triage 
behavioral event metadata, which has been stripped of any customer-identifiable 
information and pass it to IronDome for additional analysis and correlation. IronDome’s 
correlation engine compares each new event with past shared events from all that sector’s 
other IronDome customers; known attacks are correlated and matched with related past 
events, while new suspicious behavior results in a proactive warning to all participants. 
IronDome also supports collaboration among participants, allowing discussion of and 
knowledge sharing about specific incidents, anonymously by default. IronDome 
collective defense communities can be organized by industry sector, by business 
ecosystem, or by larger geographic or national groups. A customer can be a participant in 




While Corelight is a commercial product, it is based on the open-source product, Zeek 
(formerly Bro). It is one of the few products listed here that is both open-source, and used 
by many governmental and military organizations, for data visibility and visualization, 
including leveraging (the FFRDC) MITRE open-source ATT&CK framework. 
 
Corelight’s headquarters is in San Francisco, California. 
 
“Corelight was founded in 2013 by the developers of the open source network security 
monitoring platform known as Bro, recently rebranded as Zeek, in response to enterprise 
demand for higher-performance administrative features and professional support for the 
Zeek platform. An understanding of Zeek is relevant here since Corelight balances 
management of Zeek open source efforts while also offering its own line of Corelight 
Sensors powered by the platform.  
 
Zeek is a tried-and-tested open source security monitoring capability developed by Vern 
Paxson and his team at the Lawrence Berkeley National Laboratory in 1994. Its scripting 
language enables security analysts to process packets, extract the relevant data, and 
automatically assemble it into easily viewable network logs. The platform’s sweet spot is 
to deliver enriched information from network traffic to human analysts or software 
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Figure 16. Corelight Security Stack [Corelight]. 
Performance  
● Integration with the MITRE ATT&CK Framework. It's a key repository of tactics, 
techniques, and procedures (TTPs) that adversaries employ. Corelight delivers 
expansive network visibility by bringing Zeek logs to SIEM. Build packages, or 
use community contributions like Corelight BZAR, for even more insight. 
● Corelight has integrated two powerful open-source projects, Zeek and Suricata, 
into a seamless solution that enables rapid pivoting from Suricata alerts into the 
rich network metadata extracted by Zeek. Suricata is an open-source network 
threat detection engine already supported by a wide variety of ruleset providers.  
● The Corelight Encrypted Traffic Collection (ETC). The Corelight ETC is 
designed to expand defenders’ incident response, threat hunting and forensics 
capabilities in encrypted environments by generating insights around SSH and 
TLS traffic that indicate potential security risk. 
○ SSH Agent Forwarding Detection 
○ SSH MFA Detection 
○ Non-interactive SSH Detection 
○ SSH Reverse Tunnel Detection 
○ DNS over HTTPs (DoH) Detection 
● Bro/Zeek ATT&CK-based analytics and reporting scripts (BZAR).  
○ Developed by MITRE for organizations that have deployed the Zeek / Bro 
Network Security Monitor, scripts utilize selected protocol analyzers 
(SMB and DCE-RPC) and the File Analysis Framework to uncover a 
Commented [WB((5]: purpose 
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range of Execution, Persistence, Lateral Movement, Defensive Evasion, 
Credential Access, and in particular Discovery, techniques. 
● Pivot to Suricata and PCAP with Community ID 
○ Community ID is an industry flow-identification standard that creates a 
common hash of the 5-tuple and appends it to Corelight’s conn.log so 
analysts can quickly pivot on a connection in Corelight to and from 
equivalent flows in tools such as Suricata, Elastic, Moloch, etc. 
 
Gartner Analysis 
“The vendor’s founders created the Zeek (formerly Bro) network monitoring framework 
and the solution’s sensors are available in the form of appliances (physical and virtual) on 
AWS and, more recently, on Azure. Corelight uses Zeek as its main engine and as a 
support for its own detections and integrating third-party threat intelligence feeds. 
Corelight mainly relies on its own analysis of the traffic metadata and can also extract 
files to forward them to third-party file inspection devices. Corelight Sensors do not 
decrypt TLS, but the vendor just added additional encrypted traffic analysis for SSH — 
to detect brute force attempts and interactive connections — and TLS, including JA3 
fingerprinting and certificate analysis. 
 
As Corelight Sensors are more frequently deployed out of band, the vendor focused its 
response capabilities on integrating with a broad portfolio of SIEM and SOAR tools. 
Customers interested in Corelight will purchase hardware appliances and attached 
subscriptions based on sensors’ expected bandwidth capacity” [Gartner]. 
 
451 Analysis 
“The primary feature of Corelight v16 is its enhanced data reduction algorithms, with the 
vendor reporting that in live customer environments it has reduced their data volumes 
exported to SIEMs by up to 30% without sacrificing relevant security context. For us, this 
is the most important feature of Corelight v16 as data handling is the reason security 
analysts consider NVDR products. The company synchronizes and correlates log data by 
protocol, allowing security operations teams to quickly identify external influences on 
endpoints, servers and hosts by automatically organizing dozens of logs such as from 
TCP, UDP, iCMP connections, HTTP, SSL and DNS, as well as file transfers and 
anomalies. Corelight’s fork-and-filter architecture simultaneously routes logs to multiple 
destinations, such as SIEMs and other management tools.  
 
The vendor’s Fleet Manager functionality is designed to help security teams monitor 
many sensors distributed across the network. While administrative consoles are to be 
expected in any product, it is critical to be able to extend automated actions across 
Corelight Sensors. The company reports having large customers with well over 50 
Sensors. Fleet Manager allows security operations teams to monitor network security 
from a single administrative console.” 
 
Corelight is in a unique position given that it neutrally evangelizes the open source Zeek 
code that may be deployed by NVDR providers and enterprise customers, while at the 
same time marketing a competitive NVDR product. This can be done in security, as 
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Cisco has shown with the open source Snort intrusion-detection system (IDS), which was 
also embedded in rival IDS offerings. Vendors that leverage Zeek for managing network 
traffic include Awake Security, Darktrace and Reservoir Labs, as well as SIEM 





1. Which, if any, existing machine learning algorithms or techniques could be usefully 
applied to analysis of network flow data? 
o Answered above in the Potential Solutions Section. 
2. What operations and maintenance considerations apply to long term utilization of 
machine learning algorithms against evolving cyber threats? 
o Thesis work 
3. What caveats/limitations must be considered by consumers of alerts produced by 
machine learning analysis of network flow data? 
o Thesis work 
 
The research focuses on analysis of network flow data generated by the Audit Record 
Generation and Utilization System (ARGUS). Examples of anomalous traffic patterns of 
interest (not an exhaustive list) include traffic spikes, malware beaconing, command and 
control (C2) activity, data exfiltration, and scanning. 
 
Two theses are in-work by two sets of two Naval Postgraduate School master’s students. 
The expected completion dates are March 2021 (Blockmon, Niemann) and June 2021 
(Ross, Males). Upon completion, the theses will be forwarded to the sponsor. Their draft 
Background/Literature Review chapters are included as Appendices B (Blockmon, 
Niemann) and C (Ross, Males). They are not in a final form at this time but are in a 90% 
complete state and it was desired to have the topic sponsor have early access to some of 
their research effort. 
 
Future work: 
At the time when government travel returns to a more normal state than it is during the 
COVID-19 Pandemic, it is recommended that representatives from the topic sponsor 
(OPNAV N8) attend the annual RSA Conference held in San Francisco.  The plethora of 
vendors, presentations, demonstrations would make it a valuable source of information. 	
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Appendix	A.	Acronyms	
AI  Artificial Intelligence 
API  Application Programming Interface 
ATP  Advanced Threat Protection 
ATT&CK Adversarial Tactics, Techniques and Common Knowledge 
AWS  Amazon Web Services 
BZAR  Bro/Zeek ATT&CK-based Analytics and Reporting 
C2  Command and Control 
C&C  Command and Control 
COVID-19 Corona Virus Disease 2019 
DCE-RPC Distributed Computing Environment-Remote Procedure Cell 
DNS  Domain Name Service/System 
DoH  DNS over HTTPs 
Dr.  Doctor 
EDR  Endpoint Detection and Response 
EIS  Enterprise Immune System 
EMEA  Europe-Middle East-Africa 
EPP  Endpoint Protection Platform 
ETC  Encrypted Traffic Collection 
FFRDC Federally Funded Research and Development Center 
FTP  File Transfer Protocols 
Gbps  Gigabits per second 
HTTP  Hypertext T Protocol 
iCMP  Internet Control Message Protocol 
IDPS  Intrusion Detection and Prevention 
IDS  Intrusion Detection System 
IOC  Indicators of Compromise 
IoT  Internet of Things 
IP  Internet Protocol 
IPS  Intrusion Prevention System 
IRC  Internet Relay Chat 
IT  Information Technology 
JATP  Juniper (Networks) Advanced Threat Protection 
K  Thousand 
M  Million 
MAC  Media Access Control 
Mbps  Megabits per second 
MFA  Multi-Factor Authentication 
ML  Machine Learning 
MVX  Multi-Vector Execution 
NAC  Network Access Control 
n.d.  no date 
NDR  Network Detection and Response 
NFS  Network File System 
NPMD  Network Performance Monitoring and Diagnostics 
NRP  Naval Research Program 
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NTA  Network Traffic Analysis 
NVDR  Non-Voting Depository Receipt 
OPNAV Office of the Chief of Naval Operations 
OT  Operational Technology 
PCAP  Packet Capture 
POP3  Post Office Protocol version 3 
RAM  Random Access Memory 
RDP  Remote Desktop Protocol 
ROI  Return on Investment 
RTSP  Real Time Streaming Protocol 
SIEM  Security Information and Event Management 
SMB  Server Message Block 
SME  Subject Matter Expert 
SMTP  Simple Mail Transfer Protocol 
SOAR  Security Operations Automation Response 
SOC  Security Operations Center 
SSH  Secure Shell 
SSL  Secure Sockets Layer 
TCP/IP T C P /Internet Protocol 
TLS  Transport Layer Security 
TTPs  Tactics, Techniques Procedures 
UDP  User Datagram Protocol 
UEBA  User and Entity Behavior Analytics 
URL  Universal/Uniform Resource Locator 
U.S.  United States 
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Appendix	B.	Draft	Thesis	Background/Literature	Review	
(Blockmon	and	Niemann)-separate	document	
Appendix	B.	Draft	Thesis	Background/Literature	Review	(Ross	
and	Males)-separate	document	
